s network security emerged as a
Apvime concern in networked

companies, network security ser-
vices gained traction among both large
and small enterprises. There was a
growing adoption of security as an out-
sourced service. While the level of in-
volvement of small companies largely
remained confined to mostly hiring vi-
rus/worm protection services, large cus-
tomers especially in the banking and
finance, and BPO along with the gov-
ernment sector space have emerged as
a growing market for network security
service providers. There are two clear
distinctions in the network security ser-
vices market in terms of the kind of
services offered—professional services
like consulting on network security de-
sign, processes, gap analysis, certifica-
tion etc., and managed services like
firewall management, intrusion detec-
tion, security audits, vulnerability assess-
ment, penetration testing and the like.

Services that picked up in 2003-04
belonged to either of these two cate-
gories. The scope of security consulting
and audit for certifications like BS7799
(the only globally accepted security
standard), drawing of RFP, security ar-
chitecture design etc got a favorable
response from customers. Also, what
was good for network security service
providers was the fact that there was a
significant increase in the average val-
ue and scope of security consulting as-
signments. While the average value of a
typical consulting assignment doubled
from Rs 3-4 lakh to Rs 8-10 lakh, cus-
tomers began looking for more end-to-
end kind of consulting instead of
taking a piecemeal approach. In the
managed security services space, 24/7
monitoring of networks, and alerting
and security management services
picked up quite well.

The network security services mar-*
ket in FY 2003-04 was estimated to be
around Rs 37.4 crore as against Rs 33.5
crore in FY 2002-03, registering a 12
percent growth. HCL Comnet emerged
1s the market leader with a 23 percent

* NETWORK SECURITY SERVICES

Playing the Catch-up Game

Professional and managed services were growth drivers in 2003-04 as security gets outsnurm‘

share (Rs 8.5 crore). At Rs 8.4 crore,
Datacraft was a second. Wipro was the
third important player in the market
with a 17.5 percent market share.

One of the major drivers of the se-
curity services business was the build-
ing up of a realization among the

Top Players (Fv 2003-04)

Rank Network Security Revenue

Provider (in Rs crore)

1 HCL Comnet 85

2 Datacraft 84

3 Wipro Infotech 6.5

45 IGTE 24

5. Tulip 2

. Others 96
Total 314

enterprises and corporates that secyl-
ty was not just about deployment of
tools and technologies, services were
also very critical. In other words, thee!
was a growing acceptance of the fat
that for security deployments to be ef:
fective, they must be effectively Sup-
ported by the required array of
services. Moreover, services also got 3
boost because many companies, espe-
cially in the banking-finance and Bpo;
sectors, started adopting security beg
practices driven by external factors [jke
regulations (in case of banks) and clie
requirements (in case of BPO compa-
nies). While banks have always beep
the early adopters of security best
practices, in 2003-04 BPO companies
emerged as key customers. For BPQ
companies, security is one of the key
business drivers as their clients insist o
a certain level of network and informa-
tion security before awarding contracts,

What is still not happening is vul-
nerability assessment. Security breaches
happen because of exploitation of vul
nerable points on the network. Surpris-
ingly in India, vulnerability assessment
is still to pick up. Even a security service
provider like HCL Comnet, which is
clearly one of the pioneers in security
services in India, did only 1,000 scans in
a year of network devices, databases,
applicatfons etc,, for finding possible

Others include Sity, Network Solutions, Secure
Synergy, Netmagic, Ramco, and 3D Networks
VaD estimales Cybertedia Research

Market in India

(in Rs crore)

However, the same HCL
Comnet did 15,000 scans for its 10 glo-
bal customers during the same period,

Among the large network integra-
tors, HCL Comnet, Datacraft, Wipro Info-
tech, Network Solutions, GTL, Tulip IT
Services, and Sify were the key players
in the network security services market
in 2003-04. Most of these companies
offered either professional or managed
security services or both and combined
onsite and offsite delivery depending
on the customer’s needs. HCL Comnet
with 40 customers (including 10 global
ones) was clearly a leader in the man-
aged security services segment. Among
the small ies, the Netmagic So-

VaD estimates Cyberbedia Research

lutions and Secure Synergy were note-
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